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Ids

Every node in the network gets a unique, random id of the
same length (160 bits).

00111010001...1100100101111

Values also get ids of the same length.
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m Every node id has a defined distance from every other
node and value id.

m We store values on the nearest k nodes.
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Interlude about metrics

d(x,y) =0

dix,y)=0 < x=y
d(x,y) = d(y,x)

d(x,z) <d(x,y)+d(y, 2)
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| (x-y >0

X —y|=0 < x=y
B x—yl=|y—x|
A(x-z|<|[x-y|l+|y—2
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Interlude: XOR metric

Hxey=>0
Hxoy=0 < x=y
Hxoy=yox

Axez<xoy+yoz
Why? Because:
madb<a+b
BEXxPz=(x0y)d(yd2)
ESO(X®y)a(yoz)<xpy+yodz
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m Every node id has a defined distance from every other
node and value id.

m We store values on the nearest k nodes.




Kademlia
LF{outing Table

Outline

Routing Table



Kademlia
LF{outing Table

Routing Table

Routing Table
m Buckets
m Replacement Cache



Kademlia

LF{outing Table

L Buckets

Routing Table

Routing Table
m Buckets



Kademlia

L Routing Table
L Buckets

L[ofJifif--Jo

entry 1: id, ip, port
entry 2: id, ip, port

entry k: id, ip, port




Kademlia

LF{outing Table

L Buckets

[tjof[21]2]-]O]

entry 1:id, ip, port
entry 2: id, ip, port

entry k: id, ip, port




Kademlia

L Routing Table
L Buckets

(1]

L[] Jo]

entry 1:id, ip, port
entry 2: id, ip, port

entry k: id, ip, port




Kademlia

LF{outing Table

L Buckets

11..11 Space of 160-bit numbers 00...00




Kademlia

LF{outing Table

L Buckets

11..11 Space of 160-bit ID numbers 00...00

l |

1 0
l [ |
1 0
[ 1 1 0
l [ |
1 0
1 1 0




Kademlia
LF{outing Table

L Replacement Cache

Routing Table

Routing Table

m Replacement Cache



Kademlia
LF{outing Table

L Replacement Cache
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entry 1: id, ip, port
entry 2: id, ip, port

entry k: id, ip, port

replacement 1: id, ip, port
replacement 2: id, ip, port
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Fig. 3: Probability of remaining online another hour as a function of uptime.
The z axis represents minutes. The y axis shows the the fraction of nodes
that stayed online at least  minutes that also stayed online at least z + 60
minutes.
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m Kick off & workers

m As long as a k-close node is uncontacted, contact, and
add results.
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m Bucket refreshes
m Neighbor republishing
m Owner republishing
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Address updates are not bidirectional.
Data is mutable.

No hot caching.

No neighbor republishing.

SSL identification proofs.
Namespaces.
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m Distributed Hash Tables

m Consensus algorithms

m Reed Solomon

m Monitoring and sooo much data

m Security and cryptography engineering
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Come work with us!
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